Hickory, NC 28603

Phone: (828) 323-7564

Fax: (828)323-7550

Email: adula@hickorync.gov

City of Hickory
Post Office Box 398

Legal Department
September 7, 2011

Katherine Lewis Parker

Legal Director

American Civil Liberties Union of North Carolina Foundation
Post Office Box 28004

Raleigh, North Carolina 27611-8004

Re: Request regarding cell phone location records
Dear Ms. Parker:

This will acknowledge receipt of your letter dated August 3, 2011 identified as a
“‘Request Regarding Cell Phone Location Records.”

Item #1: Policies, procedures and practices you follow to obtain cell phone location
records

Any such items in the possession of our office in writing, if any, are enclosed with this
letter. If no such items are enclosed, this office does not have any such items in writing.

Item #2: Data retention policies, detailing how long cell phone location records are kept,
databases in which they are placed, and agencies (federal, state and local) with which they
are shared

Retention of records is governed by the Records Retention and Disposition Schedule for
Municipal Governments issued by the North Carolina Department of Cultural Resources,
Division of Historical Resources, Archives and Records Section, Government Records
Branch. The most recent copy is dated May 19, 2009 and is located at:

http://www.records.ncdcr.gov/local/municipal_2009.pdf.

Item #3: The use of cell phone location records to identify “communities of interest
(detailing those persons who have been called, or called by a target)” in investigations

This is a request for information and does not describe a “public record” as defined in

N.C. Gen. Stat. § 132-1. Ifitis intended to be a request for a public record, it is insufficiently
specific to identify what record is being requested. Records relating to this issue that are a
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“record of criminal investigation” or a “record of criminal intelligence information” are not
subject to public access under N.C. Gen. Stat. § 132-1.4 and do not have to be disclosed. If

the request is revised to describe the specific records requested, we will review any records
that correspond to the revised request to determine whether or not they may be released.

City of Hickory
Post Office Box 398

Item #4: The use of cell phone location records to identify all of the cell phones at a
particular location

This is a request for information and does not describe a “public record” as defined in
N.C. Gen. Stat. § 132-1. Ifitis intended to be a request for a public record, it is insufficiently
specific to identify what record is being requested. Records relating to this issue that are a
“record of criminal investigation” or a “record of criminal intelligence information™ are not
subject to public access under N.C. Gen. Stat. § 132-1.4 and do not have to be disclosed. If
the request is revised to describe the specific records requested, we will review any records
that correspond to the revised request to determine whether or not they may be released.

Item #5: Your use of “digital fences” (systems whereby you are notified whenever a cell
phone comes within a specific geographic area)

This is a request for information and does not describe a “public record” as defined in
N.C. Gen. Stat. § 132-1. Ifitis intended to be a request for a public record, it is insufficiently
specific to identify what record is being requested. Records relating to this issue that are a
“record of criminal investigation” or a “record of criminal intelligence information™ are not
subject to public access under N.C. Gen. Stat. § 132-1.4 and do not have to be disclosed. If
the request is revised to describe the specific records requested, we will review any records
that correspond to the revised request to determine whether or not they may be released.

Item #6: The legal standard (e.g. probable cause, relevance) you proffer to obtain cell
phone location records

This is a request for information and does not describe a “public record” as defined in
N.C. Gen. Stat. § 132-1. Ifitis intended to be a request for a public record, it is insufficiently
specific to identify what record is being requested. Records relating to this issue that are a
“record of criminal investigation” or a “record of criminal intelligence information™ are not
subject to public access under N.C. Gen. Stat. § 132-1.4 and do not have to be disclosed. If
the request is revised to describe the specific records requested, we will review any records
that correspond to the revised request to determine whether or not they may be released.

Item #7: Judicial decisions and orders ruling on your applications to obtain cell phone
location records

If any such documents are in the possession of our office, they are enclosed, except for
any such documents that: (1) have been sealed by court order, (2) are protected by Article 16
of Chapter 15A of the North Carolina General Statutes, Electronic Surveillance Act, or (3) are
search warrants that have not yet been served and returned to the Clerk of Court.

Item #8: Statistics regarding your use of cell phone location records, including the
number of emergency requests for which no court order was obtained
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This is not a request for a “public record” as defined in N.C. Gen. Stat. § 132-1. If our
office has previously compiled a list of such “statistics,” the previously compiled statistics are
enclosed. If none have been previously compiled, none are enclosed.

Item #9: The form in which cell phone location records are provided (hard copy, through
specific online databases)

This is a request for information and does not describe a “public record” as defined in
N.C. Gen. Stat. § 132-1.

Item #10a: Communications with cell phone companies and providers of location-based
services regarding cell phone location records, including company manuals, pricing, and data
access policies

Any such items in the possession of our office are enclosed. If no such documents are
enclosed, our office has no such items in our possession.

Item #10b: Communications with cell phone companies and providers of location-based
services regarding cell phone location records, including invoices reflecting payments for
obtaining cell phone location records

If any such “communications” or invoices are in our possession and not prohibited from
disclosure by Article 16 of Chapter 15A of the General Statutes, Electronic Surveillance Act,
they are enclosed but may have been redacted to remove any information pursuant to N.C.
Gen. Stat. § 132.1.4 that is a “record of criminal investigation” or a “record of criminal
intelligence information.” If no such documents are enclosed, our office has no such items in
our possession.

Item #10c: Communications with cell phone companies and providers of location-based
services regarding cell phone location records, including instances in which cell phone
companies have refused to comply with a request or order

If any such “communications” are in our possession and not prohibited from disclosure
by Article 16 of Chapter 15A of the General Statutes, Electronic Surveillance Act, they are
enclosed but may have been redacted to remove any information pursuant to N.C. Gen. Stat.
§ 132.1.4 that is a “record of criminal investigation” or a “record of criminal intelligence
information.” If no such documents are enclosed, our office has no such items in our
possession.

Sincerely,

wa(? ]/ " (QUJ A

Arnita M. Dula, Staff Attorney
City of Hickory

Cc: Tom Adkins, Chief of Police
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SHERNT

Subscriber Information : 436-5911
Alltel Emergency Services: 866-820-0429 or 0430
Subpoena Compliance: 602-452-8405
Fax: 602-452-8350 )
4805 B Thistle Landing Dr.
Suite 100
Phoenix, AZ 85044

CELLULAR

1-800-6335-0304 for non-emergency
206-541-9574 (after hours and emergency only)
425-586-8997 (Subpoena Fax)
Atin: Fraud Department
3650 131" Ave SE Suite 400
Bellevue, WA 98006

=2 Sprint.

1.800-877-7330 (choose emergency option)
Exigent form filled out and faxed
Sprint Subpoena Compliance
Mail Stop KSOPHMO216-2B700
6480 Sprint Parkway
Overland Park, Kansas, 66251
(fax 913-315-0736)

Sprmt AP togétner with NEXTEL
Emergency 703-433-439
703-433-8860 (Subpoena Compliance Dept.)
703-433-8842 (Fax Number)
2000 Edmund Halley Dr,
Mail Stop D3-2
Reston, VA 20192

"*‘“""“i’j bl L ’\;{" ~ -
ﬁ@mwlr&[%ﬁs A Cl ngHleE::‘.lﬁ.r_ Dar
Cingular Wireless -
National Subpoena Compliance Center
801 Northpoint Parkway

‘West Palm Beach, FL 33407
Phone: (800) 635-6840
Fax: (888) 938-4715

Emergency (800) 635-6840 Option 4

?%U&Ccllu!ar

Emergency : 630-875-8270
US Cellular — Fraud Deparment
1 Pierce Place Suite 800
Ttasca, II. 60143
630-875-8270
Fax 630-875-8243

cricléet

858-882-9301 (choose emergency option)
1-858-882-9301 (Subpaena Compliance)
1-858-882-9237 (FAX)

Cricket Communications
Attn:Custodian of Records
10307 Pacific Center Ct.

San Dieeo. CA 92121

‘T - -Mobile

Law Enforcement Relations
4 Sylvan Way
Parsippany, NI 07054
Phone 973-292-8%11
Fax 973-202-8697

CellCo Partnership
dba Verizon Wireless,
Attn: Custodian of Records
180 Washington Valiey Rd
Bedminster, NJ 07921
Yoice Number 800-451-5242
Fax Number {(Subpoena) 888-667-0028
Fax Number (Court Order) 908-306-7491/7492

Updated August 29, 2006
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5887 Co |e DnVe ¢« Sa Dle (), CA9 ].1

Phone 858-882-9301 » Fax 858-882-9237

Cricket Communications is pleased to announce a new, streamlined process for handling
exigent and 911 calls. We have changed our forms and process to be very much like the
other carriers, so there will be less confusion between all of us. We hope and anticipate
this help the requests to be handled even more smoothly and expeditiously, and we look
forward to working with you in our mutual desire to help people in need.

1. Request for Information for Call to 911:
A. Call Cricket at 858-882-9301, menu option 1, when a 911 call is received
and no subscriber name or address can be obtained;
B. Use the attached form in all instances where verbal information is
requested and received for subscriber name and address;
C. Identify your agency, and use the Cricket Password at the time of the call

and follow with this completed form faxed to 858-882-9237 within one
business day.

2. Reguest for Information/Action Made Pursuant to 18 U.S.C. 2702 (c) and/or State

Statute { )

A.

B.

> e

=

Call Cricket at 858-882-9301, menu option 1, when there is an exigent
circumstance (not a straight unidentified 911 call as above in No. 1);
Identify yourself and your agency in detail for record-keeping purposes
(this may require a callback to a main number to verify);

Tell the person who answers that you have an exigent situation;

Tell the person who answers exactly what type of action you need to have
accomplished within the limits of what we can provide;

If there are questions as to what will be helpful and what is within our
ability to provide, a law enforcement officer may need to be available to
speak with us;

If an emergency intercept is requested, our CALEA worksheet will need to
be submitted before we can proceed (as will be explained by our
personnel);

Verify that a sworn law enforcement officer will sign the form and submit
it within 24 hours;

Verify that a subpoena/search warrant/court order will be provided within
2 business days if required.

If there are questions, please contact Subpoena Compliance at 858-882-9301.
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Phone 858-882-9301 » Fax 858-882-9237

Cricket Communications is pleased to announce a new, streamlined process for handling
exigent and 911 calls. We have changed our forms and process to be very much like the
other carriers, so there will be less confusion between all of us. We hope and anticipate
this help the requests to be handled even more smoothly and expeditiously, and we look
forward to working with you in our mutual desire to help people in need.

1. Request for Information for Call to 911

A,
B.

C.

Call Cricket at 858-882-9301, menu option 1, when a 911 call is received
and no subscriber name or address can be obtained;

Use the attached form in all instances where verbal information is
requested and received for subscriber name and address;

Identify your agency, and use the Cricket Password at the time of the call
and follow with this completed form faxed to 858-882-9237 within one
business day.

2. Request for Information/Action Made Pursuant to 18 U.S.C. 2702 (¢) and/or State

Statute ( }:

Al

B
C.
D

=

Call Cricket at 858-882-9301, menu option 1, when there is an exigent
circumstance (not a straight unidentified 911 call as above in No. 1);
Identify yourself and your agency in detail for record-keeping purposes
(this may require a callback to a main number to verify);

Tell the person who answers that you have an exigent situation;

Tell the person who answers exactly what type of action you need to have
accomplished within the limits of what we can provide;

If there are questions as to what will be helpful and what is within our
ability to provide, a law enforcement officer may need to be available to
speak with us;

If an emergency intercept is requested, our CALEA worksheet will need to
be submitted before we can proceed (as will be explained by our
personnel);

Verify that a sworn law enforcement officer will sign the form and submit
it within 24 hours;

Verify that a subpoena/search warrant/court order will be provided within
2 business days if required.

If there are questions, please contact Subpoena Compliance at 858-882-9301.
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Phone 858-882-9301 « Fax 858-882-9237

REQUEST FOR INFORMATION FOR CALL TO 911

TO:  Cricket Communications; Denali Spectrum; LCW Wireless
Custodian of Records
5887 Copley Drive
San Diego, CA 92111

Phone: (858) 882-9301 press “1” Fax: (858) 882-9237

RE:  Cellular No: ( ) -

Qur agency received a call from the above Cricket phone number and needs
subscriber name and/or address. The nature of the call is as follows:

From: Information for verification purposes:

Name; Rank/Title:

Law Enforcement
Agency:

Address:

Phone No: Fax No:
Cricket PassCode:

By signing this form, I swear to the facts contained herein.

Requesting officer/agent signature:

Date;
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CT] C et 5887 Copley Drive » San Diego, CA 92111

Phone 858-882-9301 » Fax 858-882-9237

. REQUEST FOR INFORMATION FOR CALL TO 911

TO:  Cricket Communications; Denali Spectrum; LCW Wireless
Custodian of Records
5887 Copley Drive
San Diego, CA 92111

Phone: (858) 882-9301 press “1” Fax: (858) 882-9237

RE:  Cellular No: ( ) “

QOur agency received a call from the above Cricket phone number and needs
subscriber name and/or address. The nature of the call is as follows:

From: Information for verification purposes:

Name: Rank/Title:

Law Enforcement
Agency:

Address:

Phone No: Fax No:
Cricket PassCode:

By signing this form, I swear to the facts contained herein,

Requesting officer/agent signature:

Date:
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CT1 C et 5887 Copley Drive » San Diego, CA 92111

Phone 858-882-9301 « Fax 858-882-9237

REQUEST FOR INFORMATION/ACTION MADE PURSUANT TO 18 U.S.C. 2702 (¢)
AND/OR STATE STATUTE ( )

IMMEDIATE DANGER OF L.OSS OF LIFE OR GREAT BODILY HARM

TO:  Cricket Communications; Denali Spectram; LCW Wireless
Cusiodian of Records
10307 Pacific Center Court
San Diego, CA 92121

Phone: (858) 882-9301 press “1” Fax: (858) 882-9237
RE:  Cellular No: ( ) -
Call to: ( ) - on at _
Destination Number Date Time

Our agency is handling a situation involving the immediate danger of death or
serious physical injury to a person.

From: Information for verification purposes:

Name: Title/Badge #:

Law Enforcement
Agency:

Address:

Phone No: Fax No:

Fmail;

Please provide the following information/assistance as soon as possible:

By signing this form, I swear to the facts contained herein.

Requesting officer/agent signature (Must be a Sworn Officer):

Date:
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CT.' C et 5887 Copley Drive + San Diego, CA 92111

Phone 858-882-9301 » Fax 858-882-9237

REQUEST FOR INFORMATION/ACTION MADE PURSUANT TO 18 U.S.C. 2702 (¢}
AND/OR STATE STATUTE ( )

IMMEDIATE DANGER OF LOSS OF LIFE OR GREAT BODILY HARM

TO:  Cricket Communications; Denali Spectrum; LCW Wireless
Custodian of Records
10307 Pacific Center Court
San Diego, CA 92121

Phone: (858) 882-9301 press “1” Fax: (858) 882-9237
RE:  Cellular No: ) -
Call to: ( } - ' on at
Destination Number Date Time

Our agency is handling a situation involving the immediate danger of death or
serious physical injury to a person.

From: Information for verification purposes:

Name: Title/Badge #:

Law Enforcement
Agency:

Address:

Phone No: Fax No:

Email:

Please provide the following information/assistance as soon as possible:

By signing this form, I swear to the facts contained herein,

Requesting officer/agent signature (Must be a Sworn Officer):

Date:
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VERIZON Compliarice Contacts

Officename | Functien { Mailing Address | Hours | Telephons # ! Fax #
Verizon Commurications - Landline Internet, and Verlzon Business (vch servites
Zecurity Gonttal g & Tiom Law Cnforcammant
Clectronic survaklance: courl ordarn, wiro tap, pon | Verizon Socutlty Canirol Canler
Etettrore Survsillanae traps HADOIATE 24%T BOL4B3-072T | HOD-HOT-D0B1
(E54T) = Logatdemands far IP informallon P.0. Bax 152002 05 dnvs
- Call gentar fof Vottzch Sealrity imcldent ropaning Irving, TX ‘Fsosanr
= ARmrhnurs call eonter far alf Barurity groups
Legal Comphance | = Legit Haquosts - (Gubpooncs, Courl Ordars,
Goarch Warrnnts) for tolephone, amplayen end othar
Subpoena Compliance: miacolanoous tacatds,
. Wt Talophone records for (CA, OC, DE, FLID, 1L, 1N, b, | Vorlean t* nara of stale) baon - Frl 682-463-7000 |  Routina recards &
" NC, KV, DH, OR, PA, 5C, TX, VA, WA, W, W) Lagal Campliance 200 AM - 430 PM Bpscisl Covpiio uarciwr:
Employoe and cthor Votizon recards lor ALL sialws, Custodian of Recards F8T, GAT, MOT, P5T 0250400018
Varlzon Pusinaas rocords. 2701 Soulh Johmeen S, 204702
Ban Angela, Texas 765
Tolophane recards for {CT, MA, MO, ME, KH. KL NY, | Varkzan * nama of stais) Moa- Fil a8p.482-2000 Routine meards:
= Foal 3 Lagaf Complianco B:0D AN« 4:30 PRI Eapchpiicd
Zustodinn of Racord BT 212201756
140 Wt 31, 21* Flaor N
Haw York, NY 10007 “Mzzﬂﬁrﬁ?ﬁ?n
Linlawtul Calt Coanter
(uee) Vortzan Wasl Unlawdut Galf Genler Wian - Fri BOC-257-260 S25-044-5001
= Went Unfawful Call invastigatiots In o fobiowing statos: ME-TXPO16T3 230 A - 600 P2t
©4A, FL, I, tt, IN, Mi, NC, Y, OH, OR, PA, B, TR U4, | 27018, Johncen EST, C5T, MST, PET
WA, W San Anpaie, TX 76004
Uniawtul Gl Fvestigalions ih iha folloving latos; €T, | Varlzan fpst tiniaweut €ali Cantor Mon- i 200-316-5507 SIT-742-T430
*  Coet DE, DE, MA, MD, ME, NH, N4, NY, PA,RLAVA VT, WY | Room s B30 Ab - 5:00 PM
185 Franklin Srasl EST
Toaton, MA D210
a  \Z Guslness Unlawéu! Call Invesligetiona for Vorizon Business \orizon Duslngss UnlowAul Cill Cotter Man+Frl H00-333-0008 3033051861
men 64156455 Business Goblor Df 820 AN - 500 PAE
Highlards Kanth, €O 0130 EET, (5T, MST, POT
ol Froud Vorlzon Gecuriy Fraud Hon— ¥
Fraud Groug P.O. Box 110 7230 A - 400 PH BEG-PEE-4355 8432240230
, FL 33831 raT
W o FLYSO02 T
Verizon Airfone Gubpoanas and coun ordefs for Aifane records ‘arizon Alrfona Ina. Mon = Frl
Legal Compiiane 20800 Bultorflald Rd BT0AM-KDOFM | G3D-526-1184 £I0-573-0450
Ouk Brook, fl. 60522 AT
Vorizon Wireless | Gubapanas and courl ordots for Yorzan Warplest facards | Cado Pritnerstip “Sun— st
Legal Complianee dibia Variion Wireloxs 700 AM - 8100 P Subpasnon:
Cysladtian of Rucorda £aT BOD451-5242 863-667-0028
180 Whsninglon Vallay Road Extgant Gauations Court ordars:
Bedminstar, NJ 07021 T 608-00-7481
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Verizon Communications (LAND LINES / IP)

Landiine Emergency Requests - SCC 800-483-0722

The Verizon Security Control Center (SCC) is a 24/7 365-tlay operation that provides assistance for Verizon Communications (does not
include Wireless and Airfone) with regard to Emergency/Lifc Threatening situntions such as €11 traces, active traces, last call buffers,
subscriber informarion, Presidential traps and hostage/barricades.

Hostage / Barricade Assistance
Options gvnilable to Law Enforcement in o Tlestage / Barieads Situation:
2. Operntor Breakthrough
1. Ifthe Target Number is busy and LEA needs to break the line, contact the Local Verizon Operator to perform the
breakthrough. LEA should dinl "0" and give operater "cede red” or "911" as code so LEA will not be charged for this
service.
b. Change Target Number / Remove Calling Features
1. Changes the Target Number to prevent any inceming calls. New phone number will be given to Law Enforcement only.
Alsg, calling features will be removed so the barrieaded subject will not be able to vtilize for their advantoge.
c. Deny Origination

1. Prevents any outgoing calls being made from the target location.
2. Cannot have n Ringdown if you have Deny Origination.
d. Ringdown
1. Ifthe Target Number picks up the phone to dial out, then it will automaticatly ring the number designated for Law
Enforcement. .

2. Ringdowns can be performed to Landlines or Cell Phones.

3, Conniot have Deny Origination if you have Ringdown.
¢. Foree Out of Service

1. If the Target Numbar is busy when LEA attempts to call, then the number can be forced out of service to terminate the

service, therefore disconnecting the call, The number will then be foreed back into service, so LEA ¢an make contact.

f. Digital Tone

1. Secnds a 3-decibe! sound on the phone line to imitate the subject so they hang up the phone.

2. Only available on certain switches,

formation neetle; Enforcement:
a.  Phone number{s) of barricade location.
b, Address of barricade.
c. Digpatch number of LEA agency for verification,
d,  Name and can be reached number for LEA agent on site.

Ifunable to provide i Phone number and the Address is invalid:
2. Provide a phone number of a neighbor or business on the same street.
b.  Provide a phone number or name of apartment complex.
¢ Advise if the city could possibly be different.
d. If possible provide o direction on the street,

Note: VZ Security has ne control over defective custemer Premise Equipment {telephones, ingide wiring, jacks, telephons drops).

IP / Internet Services 800-483-0722

Verizon Tnternet Services (aka Verizon Online) provides wholesale online dial-up, remote Internct access and high bandwidih dedicated
access. In order to respond to a legal demand for IP information, the following information is required to obtain accurate results:
+ Internet Protocel (“IP™) address
+ Date of connection
=  Time of connection
»  Time Zone (ime zone information is eritical, as tho time zone is determined by the machine on which the connection is logged,
regardless of the geographic focation of the machine or of the end user).

Verizon cannet provide information that is not specific to the legal request. Plense be specific when requesting information.
A court erder is required for content information,



Electronic Surveillance Assistance Team (ESAT) 800-483-0722

The Verizon Electronic Surveillance Assistance Team pracesses all coutt ordered waps and trages, DNR/Pen Registers, Feature Checks,
Caller ID, Title 3 Oral Intercepts, FISA Orders, CALEA Solutions and 42 Hour Emergency Court Orders.

Court Orders

Verizon’s ESAT is the tecipient of court ordered requests for pen registers, trap & troce, and/or wire intercepts. Verizon cannot provide
information that is not specific to the court order, Court orders must provide all information that is required by Verizon to fulfiil the
order,

Typically, all covrt orders should include the folfowing information:

*  Verizon must be instructed to fiznish specific information, facilities, and technica! assistance necessary to accomplish the
installation of the pen register, wire tntercept or trap and trace device.

+ 'lnown, the identity of the person(s) whose name is associated with the telephong fine or other facility that is the target of the
intercept and the person who is the subject of the criminal investigation,

+  List telephone number only once, and if multiple numbers then referenca target numbers 1, 2, ete. If known, the physical
location of the telephone line to which the pen register or trap and trace device is to be attached, or the piace where authority to
intercept is granted. The identity of the zgency authorized to intercept the communications, and the identity of the agency tobe
billed for any charges associated with providing technical assistmee.

+ A non-disclosure statement directing Verizon not to disclose the existence of the court order to any persons, uniess ordered by
the court.

» A signature by the proper authoerity.

Please note the Vevizon Policies with vegard fo all court orders:

*  Verizon does not provide Law Enforsement with any equipment such ag DNRS (Iial Number Recorders) /Pen Registers, or
Caller TD (CND) Blocking units,

*  Verizon does not allow any equipment to be connected inside Central Offices.

*  Verizon will accept court orders via facsimile, mail or in person.

«  Court order extensions are to be provided to Verizon Security prier to the expintion date of the original order, for the
interception to continue uninterrupted. It is Law Enforcement’s responsibility to submit court order extensions prior to the
expiration date.

= You will receive a bill from Verizon Security for all court order services provided. You may also receive a separate bill from the
Verizon Business Office for any additional services (B1 line / Circuit).

Surveillance Camera Requests

Verizon requires a court order for any attachments to Verizon owned poles, including surveillance cameras. For installations involving
connection to the Verizon netwoerk, on a pole that is wholly owned by another utility company, Varizon requires a letter from the utility,
advising that they hiave approved the LEA Installation. At the federal level the All Writs Act, 28 USC Seclion 1651, provides a basis for
court arders for surveillance cameras.

Court Order Charges (Charges are based per telephone number)
Chargres ave subject to changs withoit prior notice

FUNCTION CHARGE

LCOURT ORDER PROCESSING FEE: _ (Per telept number} $50
TRAP & TRACE

'Trap Set-Up Fee: (Per Event) 550

Recurring Daily Charge 510
(Estimated Price: Court Order Process fee $50 + Trap set-up fee $30 + Daily trap fee ($10 X 60 days) = $700)
CALLER ID ADDED TQ TARGET NUMBER $50
CUSTOMER FEATURE CHEGKS (Por Event)

Calt Forwarding Check, Speed Diat List $25

|_Engineered Circuits/B 1/Dry Pair for DNR Taritf rate per stte

COURT ORDER EXTENSIONS must be recerved before the originnt onder experes to avord being balfed another coun erder processing fze.
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Legal Compliance 888-483-2600

The Verizon Legal Compliance Team is a point of contact for processing legal requests conceming telephone records ¢ set forth in Title
18, United States Code, Section 2703(¢}2). The requests processed by Legal Compliancs are generslly for basic telephone information
including subseriber (name and address), bitling information, and usage/ol! records which are billed to the customer. The team also
handies requests for miscellancous records, special computer searches, employee records and records for Verizon Business,

Special Computer Searches {formerly known as nfiles, AMA searches, data dumps UMS searches and tape edits)

Special Computer Searches are processed to identify avajlable incoming or outgeing calls for a particular telephene number on a specific
doy or period of time. There is & ¢harge for this service because records of these calls are vot kept in the normal course of business.
“The governing statute is 18USCS §2706(n). A Special Computer Search will produce & report displaying the date, time and duration of
the avpilable calls found. Originating numbers displayed on the report must bo verificd with all companies. Calls cardied by other carriers
shoutd be confirmed with that carrier.

Legal Compliance Charges
Charges are subject to change without prior notice
Service Charges

Legal document responses $0.10 per sereen print

Diskette/CD $10 processing fee

Special Computer Searches $150.00 per telephone number per day regardless of results.
Charge is inclusive of incoming and outgoing calis, regardless of
whether you request both or just one way.

Urndawful Call Center (LICC) s00-257-2869-West, BDO-518-5507-East, 500-333-0309-Verizon Business (IMCh

Verizen Unlawful Call Center (UCC) handles urlawful calls and refers unwanted calls (misdirected/telemarketers) to the senvics center
Tisted on the customer's telephome bill. The UCC only investigates & complaint of unlavwAul calls when the customer files a telephone
harnssment complaint with their local law enforcement ngency, The results of o ULC investigation will only be relensed to n law
enforcement ngency. Customers should contact their local Law Enforcement prior to contacting the UCC for emergency situations to life
threats, bomb threats, kidnappings, missing persons and runawsys. Law Enforcement should then contact the UCC for assistanes; if after
hours, holidays or weekends Law Enforcement can contact the SCC at 800-483-0722,
= A successful case for both the UCC West and Verizon Business (FMCI) offices is determined by three “matched™
(originating from the same telephone number) traced cails.
= Asuccessful case in the UCC East office is determinad by two “matched” (originating from the same telephone
number) waced ealls,
= Requests for informatien pertaining to an emergency threat to {ife will be processed after one call is traced or trapped.
»  Calls carried by other carriers should be confirmed with that carsier. Originating numbers must be verified with all
companies.

Call Trage - Verizon provides Call Trace for customers to initiate their own trace by dialing *57 (er pressing 1157 for ratary
telephones) immediately after a call has been completed and before another call is received. Upon completion of a successful tace,
Verizon records the caller's telephone number, date and time of the call in its switch. This service is available in most central offices.
Call Trace is the most relioble method of tracing ealls. There is a charge that varies by state for using this service.

Manual Trap - Manust traps are only an option when call trace (*37) is not available to the customer.

Verizon can progrom 3 switch to “trap” call information for 2 particular telephone number if Call Trace is not available. Onge the trap has
been placed on the line, and the customer has reported the date and time of the call, the centers can search for tho reported cail in their
system. .




Telecommunications Fraud 866-768-4338

The term "telecommunications fimud” is used to describe a variety of illega! activities, the purpose of which is to abtain and use tolsphone
services without paying for them. It is a multi-billien-dellar problem throughout the telecommunications industry. There are many types
of fraud, which both lotal and long distince providers sxperience on a daily hasie. Thevaricus types of fraud that Verizon Security
Telecommunication Froud investigates include, but are not limited to the following:

Types of Fraud Description
Billing Evasion Tlegal access and use of telephone services 1o aveid payment

Ca!l Forwnrding Iitegally forwarding o subscriber's telephone service to a target telephone number
Call Sel! Operations. IHegal telephone service activity facilitated by an organized crime ring

Cailing Card Illegal use of o subscriber's colling card

Clip-On Mepal hook-up/connection and use of a subscriber's tolephone ling

Identify Theft Tllegal use of semeene's personal information to obain telephong service

PBX Intrugion Dlegal aceess and use of a b subscriber's PBX system

Social Engineering Olepally obtaining personal/credit information from subscribers by cnllers whe misrepresent themselves
Subscription Itlegat abtaining of telephane service via false information

Third Party Billing [Hepsni billing of third party calls te a subscriber

Voice Mail Intrusions | IHepal accass and use of voice mail systems

VERIZON AIRFONE 830-586-1184

Verizon Airfone provides in-flight phone services on certain airlines.

Requests for Airfone ¢all record information via Subpoenas, Search Warrants, Court Orders end Summonses can be forwarded to:

Primary Alternate
Pegpy Kasallis Robett Combs
Exccutive Assistant Diractor Operations

Verizon Airfone In¢ Verizon Aiffone [ne
2809 Butterfield Rd. 2809 Butterfleld Rd.
Oak Brook, IL 60522 Oak Brook, L 60522
Eemail ; pepgy kasallis@verizon.com rob.combidverizon.com
Telephane; 630 586-1184 630 575-1287

Fax: 630 573-9456 630 573-0150

Requests may be submitted Monday through Friday 8:00 AM - 5:00 PM C8T.
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VERIZON WIRELESS 800-451-5242

Genernl Information for serving subpoenas, search warranis and court orders:
Cotporate name: Cellco Partnership d/b/a Verizon Wireless
Mailing address: 180 Washington Valley Road

At Custodian of Records

Bedminster, NI 07921

Contact number; 800-451-5242_(press “ 1" for general information, press “27 for subpoenas, press 3" for court orders and press
“4" for EXIGENT situations)

Hours: Subpeenas normal business hours: 7 am. - § p.m. Sunday - Saturday
Court Orders normal business hours: 7 a.m. - 8 p.m. Sunday - Saturday
Lixigent sitwations 24X7: Prampt “47 an 8004513242

Fax numbers: 888-667-0028 for subpoonas and search warrants

D0R-305.-7491. £ 908-306-7492 for court orders and exigent situations

Please bo very specific with your requests and the timeframe for which you need the information. Do not include such werding as “any
and all records™ as this is much teo broad a statement,

Subscriber: name, address, social security number, contact numbers, activation date and
number of mobiles on the account for the current subscriber unless a timeframe
specified

Tolls: date, time, number dialed and the length of call for outbound calls; only non-restricted inbound call
numbers

Call Detail Records: date, time and length of call for outbound and inbound calls; captures cutbound digits and inbound
czll numbers

Calls to a Number: date, time and length of calls for all mobiles that calted a specific destination number

Location: cell site that handled the call {ranuites 2 court order)

Features; list of the fentures on the custorner’s phone

Payment history: date, source and amount of payments

ESN: clestromic serial number of the device

Lftective Augnst 1, 2006

Docement Production Generat Fee Sehedule — Criminal®

Type of Request Fee
Subseriber No charpe
Call detail/tolls/b:ll copies No charge
Payment listory No charge
Copy of service application (when available) No charge
Check copy or credit eard number (when avnilable) $35.0¢

Call detnil report with cell site information within 30
days

$1,00 per day per number

Call detatl report with or cell site information over 30
days

$5.00 per day per number

All mobifes that colled a muimber within 30 days

31,00 per day per number

All mobiles that catled a number over 38 days

$5.00 per day per number

Yoicemail puss code reset

$50,00 per reset

Cell site cell searches

$30.00 per heur (fength of request) per cell site if in
Legal Dept. systems

$60.08 per hour (fength of request) per cell site if has to
be researched by Network Dept. {£15.00 min, per site |
regardless)

Expert testimony

$125.00 per hour

!Billing may be subject to ndjustment based on apphicable laws. Rates are subjeet to change.




Electroni Surveillanee Tee Schedulel

***Verizon Wirelesa' Surveillanee Fees are Prorated **

Type of request

Fee

Force to analog (Lucent}

$25.00 per request

CALEA Title 11 — new order

$50.00 administrative fee

$25.00 set-up per switch — max $75,00

$700.00 monthly service and muintenunce fee per target
per switch

OR
$1,750.00 monthly service and maintenance fee per
target for 3+ switches

CALEA Title I — renewnt

$500.00 monthly service and maintenance fee per target
per switch
)

$1,250.00 monthly service and maintenance fee per
targst for 3+ switches

CALEA Pen/Trap & Trace — new order

$50.00 administrative fee
$20.00 set=up per switch — max $60.00
3400,00 monthly service and maintenance fee per target
per switch
OR

$1,000.00 monthly service and maintenance fee per
target for 3+ switches

CALEA Pen/Trap & Trace — renewal order

$300.00 monthly service and maintenance fee per target
per switch
o)

$750.00 monthly service and maintenancs fee per target
for 3+ switches

Per Court Order Requests for Information

Subject to the General Fee Schedule only if the
surveillance order was served on another carrier

On going Surveillance information without equipment
(twice per week hard copv)

$50.00 administrative fee

$400.00 monthly service fee

*Rilting may be subject to adjustment based on applicable laws. Rates are subject to change.
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Area Code reference

201 New Jersey 303 Colorado 41% Callfornia 541 Oregen £61 Californla 780 Albertn BYE P
202 Washington 304 Wost Virginle |} 416 Cntario 551 New Jersey Gb2 p 781 Ittt 880 Paid 800 Service
[a]s]
203 Connecticut 30% Florida 417 Missour! 557 Misseur 664 Mohoemal T84 5t Vincent & 581 Poid 387 Service
Grenndinea
204 Manitoba 06 418 Quebpe 55% Califomin 667 Marytand 785 Konsas 288 288 Toll Freo
| Saskatnchevan
205 Alabama 307 Viyaming 41% Chla 961 Florida E63 Calliertia 788 Florlda 900 900 Service
206 Wazhinglon 308 Nebraska 423 Tennesoeo 562 Colitomis 670 Morion lo T87 Puerto Rico 001 Tennessen
ENMY)
207 Malne 300 Hinols 424 Arizona 563 lowa 71 Gunm 500 200 Service 802 Nova Scotle &
208 idaho 310 Calitorn|a A25 Warhinfilon 564 Washingten 78 Goorgla 801 Utah Prince Edward s
209 Culifernin 312 llinois 430 Texas 567 Ohto 78 Michigan B0Z Vermont 800 Texon
230 Texos 313 Michigan 432 Toxas. 570 Pennsylvania | 682 Texan 803 Soulh Caroling 004 Florida
212 Now York 314 Missour] 434 Virginia 571 Mirginia 001C Senvdces | 304 Virginla 305 Ontarlo
213 California 315 New York 435 Utzh 572 Missourd 701 Notrth 805 Califomls 06 Michigan
Dakota
214 Tevas 31 Ranas 438 Gunbor 574 Indiana 70 Nevada 806 Texan 507 Alagkn
215 Pennsylvania 317 Indlang 444 Ohla 580 Oklahama 703 Virginle S07 Ontaric 908 New Jersey
215 Ohio 316 Loulnians 441 Bormude 585 New York 704 North 808 Hawalk 809 Callfornin
Carolina
|_217 Winola 319 lown 442 Adzonn 585 Michigan 705 Ontario 809 \irgin Is & Othar | 810 Nerth Caraling
218 Minnasoth 320 Minneseta 443 Manyland 600 Canada 706 Genrgla Caribbean |s. 912 Goorgla
(TR0 Dominicen Republle
218 Indiono 321 Florida 445 Pannsylvania | 601 Misotssippl 767 Calllarnia 913 Kanana
224 Ilfilnois 323 Callfernia 450 Quebac G602 Arlzona 70E iliinois 810 Michigen £14 New York
225 Lovlslona 325 Texna 464 Jinoin B0J New og 812 Indlana 915 Texas
Hampahirs Nowfoundlend
227 Maryland 330 Ohia 469 Texas €04 Brilish 7ioUs 813 Florida 916 Caillornia
Cofumbsln Bavernmont
| 228 Miaslasippt 331 Minols 470 Goorgin 605 South Dakots | 712 iows §14 Pat | 917 New York
| 229 Georpin 234 Alabame 473 Grenoda 806 Kentueky 713 Texas 815 liinols q18 C
231 Michlgan 336 I‘;uﬂh 475 Connoetiout 607 Now York 714 Calliomla 516 Missour! 818 North Carolina
Catallna
234 Ohly 237 Lotlsiaha 478 Georpla 608 715 17 Texas 920 Wisconsin
239 Florlida 339 479 Arizonn 609 Now Jeraey 716 New York 818 Calfornia 925 Cellfornin
Masacachusotts
240 Maryland 0 US Virginis | 480 Arizona 610 Pennaylvania | 717 819 Queboe 928 Afizony
s '
242 Sohemas 341 Caoilfornia ABd Ponnaylvania {612 Minnesotn 718 New York 828 North Caralina 931 Tannganon
246 Boarbadon 45 Coymen I 500 Perconal £13 Onitatie 719 Celomdo Bl Texns B35 Artzena
248 Michigan 247 Now York gummunlmﬂuns 14 Ohlo 720 Celorado 831 Callfornia 936 Texas
VS
250 British 351 501 Arkanans 415 Tennesnee 724 832 Texas 937 Ohio
i Columbin Maasachusette Pannoylvania
251 Alabamn 252 Fiorida 502 Kentucicy 16 Michigan 727 Flotida 835 Panngylvania 939 Puerto Rieo
252 North Corolina | 36D Washington 503 Cregon 617 721 Tenneosoo 843 South Carolina 940 Toxas
Massachuzels
253 Washington 2361 Texas 504 Lovistena 518 Mhols 722 New Jarzay | 845 Naw Yark 941 Florida
254 Oklahoma 36 Arlzona 605 Now Maxice 519 Californlz 734 Michigan 847 llinoie. 947 Michigan
256 Alabama 280 Ohlo 506 New 20 Kansas 737 Texac 848 New Jarsey 949 Califernia
{ 260 Indlona 385 Linh 507 Minnoenta 823 Arizonn 740 Ohio 850 Florida 951 Arizona
262 Wisconsin 336 Florldn 508 26 Californla 152 California 856 New Jersey 952 Minnescta
264 Anquilla 401 Rhode Izland | 508 Whashington 527 Arizona 754 Florido 857 Masaochusotis 854 Florida
267 Pannaylvania 402 Nobraskn 510 Californin 528 Californla 757 Virginda 852 Callfornin 956 Tenan
268 403 Alberta 912 Texas 630 Hlinols 758 St Lucia B5% Kenlucky 8539 Connectlout
Anfipua/Barbuds
[ =69 Mizhigan 404 Geergla 513 OPlo B7 Now York &6 Calitaria B C 970 Colotodn
270 Kentusky 405 Qklahoma 514 Quebueg 636 Missourt 763 h 862 Now Jeraey 971 Orefon
(578 Virgfin 408 Moniona 15 iowm 541 lowm 764 Callornin 853 Flarida 972 Toxan
278 Miehigsh 407 Fletlda 516 Now York 646 New York 785 Indiana. 864 Scuth Caroling 973 New Jarecy
| 281 Texen 408 Californlo 517 Michigan 647 Ontarlo 787 Dominiey | 885 Tennouiee 975 Missouti
283 Ohla 408 Texas 518 New York 540 Turks & 770 Gabrgla 867 Yukon & NW 978 Messachusetls
Calcon Tore.
284 British Virgin 410 Maryland 519 Ontarie 550 Californta 172 Florida 862 Trinadad & 979 Texos
ls. Tobags
|_289 Ontorlo 112 Penneylvanin | 520 Arizona 773 Klinoiv 850 St Kitls & Newls | 980 Narth Coraling
301 Matylard 3 530 Calitornla 870 Arkansas 984 North Corolina
M hi Maseachusntis
302 Delaware A4 Wisconsin 540 Virginia 560 Miasour] 775 Nevadna 872 {fiinais 985 Loulstann
773 British 876 Jamaicn 962 Michigan
Columbin




(For information on ather Verizon Entities s_é_é inside.)

Law Enforcement

Resource Team
= Responds to lawful process for Verizon -
Wireless accounts. | mportantcontaCt
Information Enclosed:
Contact Number

800-451-5242
Option 1. General Information
Option 2. Subpoenas & Search Warrants
Option 3. Court Orders
Option 4. 911/ Emergencies

Security Control Center
Fax Number
Subpoena Team 888-667-0028
Court Order Team 908-306-7491
911/ Emergencies ONLY 908-306-7501

Unlawful Call Center
Legal Process Compliance

Mailing Address Law Enforcement Resource Team
Celico Partnership DBA Verizon Wireless
Law Enforcement Resource Team
180 Washington Valley Road

Bedminster, NJ 07921

Hours of Operation This information has been prepared and distributed for Law

Options 1-3 Enforcement. All information contained herein should be
Sunday - Saturday z considered confidential.
7:00 a.m. - 8:00 p.m. EST g X
Option 4 £ _E

£82

24 hours / 7 days a week gth
T @ T .
(w3 = E |
go5 \— wverizon
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'éfizon Communications

Security Control Center

Provides electronic surveillance assistance
to law enforcement for lawful interception
of wire, oral and electronic
communications.

Ensures CALEA compliance both
technically and procedurally.

Provides Public Safety Answering Points
(PSAPs) and law enforcement with 911 and
life threatening emergency assistance.

Contact Number
860-483-0722

Fax Number
800-957-9981

Mailing Address
Verizon Security Control Center
HQDO3A78
PO Box 152092
Irving, TX 75015-2092

Hours of Operation
24 hours / 7 days a week

(for Verizon Wireless see back p'a_'hei) T

Unlawful Call Center

= Asgsists customers and law enforcement
with unlawful and harassing calls.

Contact Number
800-257-2969

Fax Number
325-944-5681

Mailing Address
Verizon Unlawful Cali Center
TXDO1613
2701 S. Johnson St.

San Angelo, TX 76902

Hours of Operation
Monday - Friday
8:30 a.m. - 5:00 p.m.

Legal Process Compliance

Responds to lawful process for business
information, customer telephone and P
information.

Ensures court orders, search warrants,
subpoenas, and NSLs are processed
confidentially and in compliance with all
applicable laws.

Coordinates court appearances for Verizon
Custodian of Records.

Contact Number
888-483-2600

Fax Number
325-949-6916

Mailing Address
Verizon Legal Compliance
Custodian of Record
TXD01613
2701 S. Johnson St.
San Angelo, TX 76904

Hours of Operation
Monday - Friday
:00 a.m. ~ 4:30 p.m.
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Law Enforcement Resource Team

(LERT)
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" Law Enforcement
Resource Team

The LERT is centralized and handles
all requests from local, state, county

and federal law enforcement
nationwide

Distributlon Limiled to Law Enforcemant




e | |
PP~ LERT Responsibilities

e Ensuring all court orders, search warrants and
subpoenas are processed confidentially and in
compliance with all applicable laws and company policies

e Providing 24x7x365 technical assistance for electronic
surveillances

e Providing 24x7x365 support for exigent situations

e Ensuring CALEA compliance both technically and
procedurally

e Coordinating court appearances for a Verizon Wireless
Custodian of Records

¢ Providing informational presentations for law
enforcement organizations and associations

""""" - LERT Mission

The Verizon Wireless LERT is dedicated to
responding to all lawful process for business and
customer information. We assist law enforcement
personnel and members of the legal community in
a professional, knowledgeable and expeditious
manner while maintaining the privacy and security
of business and customer information. We provide
informational presentations for law enforcement
organizations and associations to further
demonstrate our commitment and support of
public safety.

Distribution Limdted fo Law Enfercemont

Distribution Limited te Law Enfercement

e e
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~ General Information — LERT Hotline

e Company Name: Celico Partnership d/b/a Verizon
Wireless

e Mailing Address:

Verizon Wireless

Attn: Custodian of Records
180 Washington Valley Road
Bedminster, NJ 07921

e Normal Hours of Operation: 7am-8pm Sun-Sat

o EXigent Situations: 24x7 on-site (prompt “4”, should
also be used for emergencies that may result in loss of
information)

(800) 451-5242

— Prompt 1: General Information

— Prompt 2: Subpoenas & Search Warrants
— Prompt 3: Court Ordered Surveillances

— Prompt 4: Exigent (24x7)

Distribution Limited to Law Enforcement

Dislribution Limited o Law Enforcoment

MM
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........ ~ LERT Fax Numbers = Contact Information

" e Supervisor - Subpoenas & Search Warrants:
- Bernie Newman — (908) 306-7787

- Joseph Newman — (S08) 306-7788

e Supervisor - Court Orders/Exigent Situations:
- Mark Denton- {908) 306 7785
- John Profaca — (908) 306 7789

e Associate Director — Law Enforcement Resource Team:
- Debra Ennis - (908) 306-7790

o Sr. Analyst — CALEA;
- Brian Marcus - (908) 306-7548

e Manager — CALEA:
- Susan Connelly ~ (908) 306-7786

e Director - Law Enforcement Resource Team:
- Kimberly Brown — (908) 306-7899

e Subpoenas & Search Warrants:
— (888) 667-0028
e Court Orders:
- (908) 306-7491
- (908) 306-7492
o Exigent:
— (908) 306-7501

Distribution Limiled 1o Law Enforcement Distrlpution Limited 1o Law Enforcerne

LR
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Subpoena Group

¢ Responsible for all subpoenas, search warrants and
the coordination of court appearances

» Goals
-Subpoenas & Search Warrants — 14 days or within
compliance time frame
-To accommodate same or next day emergency
requests (volumes permitting)

Disiribytion Limited to Law Enforcemant
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Terminology

,,,,,

Subscriber — name, address, contact numbers, activation date,
and number of mobiles on the account for the most current
customer unless a timeframe is provided

Social Security Number — the social security number of the
subscriber (not available or valid on most prepaid accounts)
Tolls — date, time and length of call for outgoing calls, only
non-restricted inbound

Call Detail Records — date, time and length of call for outgoing
and incoming calls; captures outbound digits and incoming
numbers

Features — list of the features subscribed to by the customer
ESN - electronic serial number of the phone
Payment History — date, source and amount of payments

Calls to a Number — date, time and length of calls for all
mobiles that called a specific destination number

Location — cell site that handled the call {requires a court
order)

Distribution Limited to Low Enforcemant

TR




P Types of Readily > ‘Other Types
Available Information ¥  Available Information

Type of information Current Retention

Type of information Current Retention
Subscriber - post paid Typically 3-5 yrs*

Call detail records/cell sites 1 rolling year _ Bill copies older than 12 months | Typically 3-5 yrs*
Text message detail 1 rolling year Check copies
Text message content 3-5 days
IP session information 1 rolling year
IP destination information 30 days Store Surveillance Videos Typically 30 days
Pictures Only if on web site** :
Bill copies - post paid Last 12 months
Payment history - post paid | Typically 3-5 yrs*

.
*may vary by forrer company ~customer can add or delete pictures at any time i may vary by farmer company
Distribuiion Limited to Law Enforcament Distribution Limitac 1o Law Enforcemaent

Approximately 6 months

Cradit Card Numbers Approximately 6 months

Service Applications Typically 3-5 yrs*

S R
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W Information Stored in
- the phones

o Dependent in some cases on make and model

¢ Managed by person in possession of phone
\)Q e Types of information:
— Text messages
- Contact list/information
— Calendar/schedule
— Pictures
- Downloads from internet {i.e., games, ring tones)
— Dialed numbers
— Incoming numbers

Court Order Group

» Staffed on-site 24x7

« Responsible for all surveillances, per court order
requests, exigent situations, requests for location
information and any content requests (i.e., text
messages)

» Goals ,
~Exigent Situations - immediately
-Surveillances - same day
-Per Court Order Requests - within 24 to 48 hours

Distribution Limited to Law Enforcement Distribution Limited to Law Enforcement

R A

i
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o Fax required worksheet along with court order
-Names of authorized points of contact
-Address (street, city, state and zip code)
-Billing contact name and number

» All court orders must have a complete
worksheet with set-up and billing information
when faxed in order to be processed in a

timely manner @
N

Distribution Limited to Law Enforcement

TR
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o VZW Law Enforcement Resource Team is centralized and
responsible for all surveillances

s VZW Delivery Functions (DF) and the various Intercept
Access Points (IAP) are geographically diverse for load-
sharing and redundancy

¢ Delivery methods

-Circuit Switched audio: dial-out from all switch
platforms

-Data delivery: VPN or Frame Relay

Distribution Limited 1o Law Enforeomant




e CALEA (contd) \ = " CALEA (cont’d)

L e

* Switched Services » Web-based services are intercepted the same as
o Include Nortel and Lucent Broadband Services
o Call Identifying Information, Call Content, Short . Ik ;
Message Service, Dial—uF Data and WAP 1.0 are ® Pushtota OV?; cellutar sez:vzces (PoC)
subject to surveillance from the switch or an adjunct | * VZW does offer PoC services
platform _;;; o VVZW provides lawful intercept solution for PoC
 Broadband Services . » Intercepted the same as any other service using the
« VZW provides lawful intercept for Broadband Services | @ packet data network as its transport
o The IAPs provide the DF a copy of all packets to and | 8 TIA-1072 formatting applied at DF
ﬁ%om the target based on the IP assigned to the MIN |8 ° gapp
of target
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—Solutions Implemeh’téd By
Verizon Wireless

Exigent Situations

e Complete, sign and fax exigent form/letter*
e Cali (800) 451-5242 prompt “4” — 24x7
» Release of information

Circuit Switched
J-STD-025
Punchlist capability

June 30, 2002 2Q02

June 30, 2004 May 2004

I-STD-025A *If fax is unavailable because the officer/agent is in the
field, we will use a call back verification process. If the

Packet Data May 14, 2007 March 2005 call is to 9-1-1 and we can view it we will release the

I-STD-0258 information. If we cannot see the caii to 8-1-1 we will

perform a callback verification.

Push to Talk over Cellular
TIA-1072

May 14, 2007 December 2006

Distribution Uimited to Law Enforcement Distrlbution Limited to Low Enforcoment

i
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P>~ Tracking/Location
T Information

e Cell site, sector and approximate distance is
available for recently completed calls and text
messages

o Cell site and sector information is available for
completed calls for a rolling 365 days.

e 9-1-1 calls are Phase II compliant but output
delivered is dependent on the answering point’s
equipment

o Cannot obtain information in a timely manner for
a call in progress if the mobile number is unknown

Distribution Limitod te Law Enforcament

ke R

Cell Site Sectors

Cell sites can vary in the number
of sectors they contain:

-Omni directional (no sectors)

~3 sector

-2 sector

-6 sector

VZ\W towers are mostly 3
sector
and omni directional towers.
Each sector has a designation
associated with it:
1= Alpha =X
2= Beta =Y
3= Gamma =~

Distribution Limited to Law Enforeemant
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Sample Call Detail
w/ Cell Sites

> Description of Call
Detail

e Switch: The switch the call is hitting
Swioh Dot Tire Jorg TG rem GO D MON—— [Caled# — [ESN_JoPN _ Io%r o Date: The date of the call .
Plymouth_Meeting? | 7/13/2006] 11:10:32 0 540[MF | 6103607662 6103607662|220abbc3 | 6103607662 43) - e Time: The time of the start of the cali (based on the switch)
Branchburgl 7/13/2006] 11:10:26]  292|  1900|MO | 6103607662|*86 Talahbcs | 6103607662] 44|, e Orig C/G: Valid cell site for outgoing calls (Only for MO calls)
Branchburgl 7/13/20080 11:00:45] 250 252]MT | 6103607652) 6103607662 2a0an6c3 | 5103609438] 241 e Term C/G: Valid cell site for incoming calls (Only for MT cails)
Plymouth_Meeting? | 7/13/2006| 11:00:45 3] 540N | 6103607662] 6103607662|220ab6c3 | 6103600438) 711 s Dir
Branchbural 7/12/7006| 16:07:42] 13|  1901|MO|6103607662| 6103609436 |7ababbc3 | 6103607662] 4665 ~ MO=0Outgoing
Branchburgl T71L/2006| 18:09:39]  250]  292IMT | 5103607662] 6103507662 | 2030663 | 6103609438] 3247 ~ MT=Incoming
T DS T o N BT O T e G = MF=Incoming to voicemail and in rare cases, mobile forwarding

rancnourg 1310 alal .

o MDN: Your target number
Branchburgl 7/11/2006| 15:30:27] _ 294]  G03|MO | 6103607662] 9083057788 ababbed | 6103607662] 24 o Called #: If ou?; inq. this is the numb taraet dialed
Branchburg? 7/11/2008) 15:30:1| 294 E02|MO | G1p3607562]085313523| Zalabsea | 1036C7662] 5 e Foetront goi _9; isthe fnu Cr your iarget di
Branchburgl 7711/2006| 10:03715| _ 250] _ 292|MT | 6103607662] 6103607662 20ab6¢3 | 5085126899] 1538 o ESN: Electronic Serial Number of your target
Branchburgl 711/2006] 5371300 250 292|VT | 6103607662 5103607663| 220abbe3 | 0083067455 15  CPN: If incoming, this is the number that called your target

e 5zr: Duration of the call in seconds

Cistribution Limited to Law Snforcement Distribution Limited o Law Enforcement
ERIy o i it

- 803 -



1

TRLRNGE DO WL D

i
|

|
|
|

aiadalat bl glLiy

- 804 -

Sample Text
Message Detail

MDN

MSG_SND_DT_TM

MSG,_DLVR_ DT T

ORIG_ADDR

DEST_ADDR

6103607662

5{15/2006 7:25

5/15/2006 7.25

111

6103607662

6103607662

5/16/2006 8:27

5/16/2006 8:27

1111

5103607662

6103607662

5/16/2006 7:15

5/16/2006 7:15

1111

6103607662]

6103607662

5/31/2006 16:00

5/31/2006 16:01

1111

6103607662

6103607662

6/4/2008 9:56

£/4/2006 8:56

endofitem@ebay.com

6103607662

6103807662

6/8/2006 6:56

5/8/2006 &:56

1111

6103607662

6103607662

6/12/2006 14:40

6/12/2006 14.42

6103600438

6103607662

6103607662

6/13/2006 8:12

6/13/2006 8:12

1111

6103607662

6103607662

6/13/2006 17:20

6/13/2006 17.20

6103607662

6103609438

61036076562

6/13/2006 17:48

6/13/2006 17:49

6103607652

6103602438

6103607662

6/13/2006 20:21

6/13/2008 20:21

endofitem@ebay.com

6103607662,

6103607662

6/13/2006 7.52

6/13/2006 7:52

1111

61036076682

68103607662

6/13/2006 7:52

6/13/2006 7:52

1111

6103607662

Distribution Limited to Law Enfercemont
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Sample CSG Report

Destination IP Addresses Captured
During an Internet Session

~ Sample AAA Report

Session Infarmation for Internet Usage

- 805 -

Mobile 1P Address| Conn Start Date/Time | Duration| Dest IP Address | Ip Stats Uptead Cnt | Ip Stats Downioad Cnt
75.207.161.57 77202008 2:14 0 1208,170,115.104 88 48
75.207.181.57 7/2/2008 2:14 0 64.236.115.12 1466 3033 ELEMENT | CALL_START | EVNT_STOP |MBL_IP_ADDR[SID|MSCIDICELL] _ MON GMT_START
75.207.161.57 77242008 2:14 0 209.62.176.115 88 48 AAAD4ROCA| 6/30/2008 7:44 | 6/30/2008 8:21 |75.204.165.228| 80 | 2 | 300 |9089300080) 6/30/2008 11:44
75.207.161.57 T/RI2008 2114 4 206.46.230.134 1008 4248 AAAD4ROCA | 6/30/2008 15:20 | 6/30/2008 16:00{75.205.207.121[ 80 ] 2 [ 300 9085308080 6/30/2008 19:20
75.207.161.57 7/2/2008 214 300 69.78.96.14 71 226 AAADAROCA| 6/30/2008 21:57 | 6/30/2008 22:46| 752052411 (80| 2 | 300 |9089308080| 7/1/2008 1:57
75.207.161,57 7/2/2008 214 2 209,62.182.190 718 887 AAADAROCA| 771720088 21:15 | 71/2008 22:15 | 75.207.161.57 1 80 | 2 | 300 9089308080 7/2/2008 1:15
75.207.181.57 7/2/2008 2:14 4 [209.170.115.104 14720 15512
75,207,161.57 7/2/2008 2:14 4 [209.170.115.104 1400 13275
75.207,181,57 71212008 2:14 4 206.46.230.134 1880 9263 -Target assigned dynamic IP address for each session
75.207.161.57 7122008 2:14 1 206.45.230.68 1581 413 ~Cell Site Locations available for session’s start
75.207.161,57 7/2/2008 2:14 12 206.46,232,30 12867 56132
75.207.16%.57 Ti2i2008 2:14 1 206.46.252.39 3158 5208

Disiribution Limlted to Law Enlforcomont Distributlen Limiled o Law Enforcement




Teiront M DN

Ouibound
Octet Cat

mer Ml

sy
Controf
Switeh

210

201

HDBE250473
@pvrwin.com

anftmdah

BOERE047I

8100

4013

B0BG250472

@vowdg.com

WMTPR
ABA

=1

203

086250473
@zwidg.com

anjtmdanh

-1

218

200

8085250472
@Evow3dpg.com

anjtmdah

086250473

12551

12318

DOBG250473
{fvrwdg,som

anjtmdah

Distribution Limited to Law Enforcement




AT&T Mobility

National C‘ompliance Center
North Palm Beach, Florida

July, 2007

- 807 -

Please address all requests to:
ATE&T

Address:
PO Box 24679
West Palm Beach, Florida 33416-4679

or
11760 US Highway 1
North Palm Beach, Florida 33408

Contact Numbers:
800-635-6840
Fax: 888-938-4715

Hours of Operation:
24 x 7/365




1

\

. Il ] . el . T
: = atat _ & atat
= ==
Please call 1-800-635-6840 for processing of this request. Please call 1-800-635-6840 for processing of this request.
911 EXEGENT CIRCUMSTANCES FORM 911 EXIGENT CIRCUMSTANCES FORM (Third Party Form)
To; National Compliance Center To: Mational Compliance Center
(Phone 1.800-635-6840; Fax 1-888-938-4715} (Phone 1.800-635-6840; Fax 1-888-038.4715)
From: From;
(Name of Ageney/PSAP) (Name of Agency/PSAP)
Re;  Emetgency Request for Records for Wireless Number: Re:  Emecrgency Request for Records for Wireless Number:
received a request for emergency assistance from (Name) {PSAP Employee) received a request for emergency assistance from
(Number) . athird
b s
party, who received a distress call from the above telephone on (date) 200 at (Nama) (Namber) a

third party, who received a distress call from the above telephone on (date) 200 ot

am./p.m, Based tupon that phone call, our PSAP, belicves that one or more prople face
a.m./p.m. Based upon that phone esll, our PSAP, Belicves that one or more people face

immediate danger of death or serious physical injury. As such, we request that you promptly provide us with the
immediate danger of death or serious physical injury. As such, we reguest that you promptly provide us with the

following informalion so that we may render assistance to that individual (or individuals);

’ following information so that we may render assistancs to that individual (or individunis):
current subseriber and billing information for the above-reierenced telephone;
current subscriber and billing information for the above-referenced telephone;

and/or

andfor
cell site or lacation information for the call placed by the abovereferenced telephone to 931,
cell site or location information for the call placed by the above-referenced telephone to 911,

Signature;

Signature:
Printed Name: Zna
Title: Printed Name:

Title:
Address
City, Sate, Zip: Address

City, Sate, Zip:

Contact Number:

Contact Number:

Cenlact Foacsimile:

Contact Facsimile:
Date:

This form must be filled out in its entirety. This form must be filled out in its entirety.
Fax completed form to the NCC at (888) 938-4715. Fax completed form to the NCC at (888) 938-4715.

Dater . e e e s e e e

AT&T MOBILITY ATE&T MOBILYTY

- 808 -




f@ atad

Please call 1-800-635-6840 for processing of this request.

AT&T AUTHORIZATION (Customcr Consent)
FOR RELEASE OF CALL RECORDS AND LOCATION INFORMATION
Pursuant to 18 1J.8.C. 2703fe), [ hereby authorize ATET to relense to

, any and all telephone records including location

(Name&/Law Enforcement Agency)

information {¢ell site) records from my wireless telephone, which is

(Telephone number)

Law Enforcement Agency

Agent/Officer Name

Address 1
Address 2
City, State, Zip

Casc#

Police Department Phone #

Police Department Fax

Date
Npme on Account

SSH {if applicable)

Cellular Number

Address 1
Address 2
City, State, Zip

Contact # of Subscriber

Starl Date of Records

Ind Date of Records

Signature of Customer of Record

This form must be filled out in its entirety.
Fax completed form to the NCC at (388) 938-4715,

- AT&T MOBILITY

Please call 1-800-635-6840 for processing of this request.

AT&T ESIGENT CIRCUMSTANCES FORM — TRANSACTIONAL
RECORDS

From:

(Name/Lavw Enforcement Agency)

Subj:  Emcrgency Reguest for Transactiona? Records for MDN

This agency has reasonably determined that an emergency exists that involves immediate danger of death or
serious physical injury toa person. As aresnlt of the information developed during cur investigation, we
require the production of the transactional records described belaw for

MDN v

to this ageney in erder to render assistanee to the person Who s in danger of death or serious physical
injury. As a resnlt, we belicve that the disclosure of the requested information is “justified” as required by
18 U.8.C. § 2702 {c). Furthermore a proseentor or judge is not availible to obtain a subpoena or court
order, Beeause of the nature of the emergency, the following records/information arc needed by this agency
before a subpoena or eonrt order can be obtained, with due diligence, from a prosecutor or a court:

You are hereby requested to prodece the above-described records and/or informetion as soon as possible so
that we may render assistance to the person who is in danger of death or serious injury. A subposns or
court order will be provided to you by the end of the next buginess day or within 4% howrs, whichever
occrrs finst,

Printed Nare;
Signature/Title:
Address
Address 2
City, State, Zip

Contact Number:
Date:

This form must be [illed out in its entirety.
Fax completed form to the NCC at (388) 538-4715.

ATE T MOBILIEY
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Piease call 1-800-635-6840 for processing of this request.

AT&T EXIGENT CIRCUMSTANCES FORM ~
TRANSACTIONAL RECORDS WITH LOCATION INFORMATION

From:

(Name/Law Enfarcement Agency}

Subj:  Emergeney Request for Transactional Records with Cell Site/Locatior:
Information for MDN

This agency has reasonably determined that an emergency exists that involves immediate danger of death or
serious physical injury to a persor. As a result of the information developed during our investigation, we
Tequire the production of the transnetional records with ezl site or location information described below for
MDN .

to this agency in order to render assistance to the persen who iz in danger of death or serious physical injury.
As a result, we beliova that the disclosure of the requested information is "justified” as required by 18 UsC
§ 2702 (c). Furthermore, o prosecutor of judge is not available to obtain a search warrant ar a court order
issned pursuant to 18 U.S.C. § 2703 ( d) { or equivalent specific and articulable facts order issued by a state
court). Because of the natere of the emergency, the following records/information are nesded by this ageney
before a search warmnt or & court order issued pursuant to 18 17,8,C. § 2703 () ( or equivalent specific and
articulable facts prder issued by a state court) ean be obtained, with due diligence, from a court.

You are hereby requested to produce the above-deseribed information and/or records as soon as pessible. A
search warrant or a court order issued pursuant to 18 U.S.C. §2703(d) (or an equivalont specific and
articulable Facis order issued by o state court) will be provided to you by the end of the next business day or
within 48 hours, whichever occurs first,

Printed Name:
Signature/Title:
Address
Address 2

City, State, Zip

Contact Number;
Diate:

This form must be filled out in its entirety.
TFax completed form to the NCC at (888) 938-4715.

AT&T MOBILITY

- 810 -

Please call 1-800-635-6840 for processing of this reqﬁcs'ti.

AT&T EXIGENT CIRCUMSTANCES FORM —
PEN REGISTER AND TRAP AND TRACE

From:

(Nume/Law Epforcement Apency)

Subj:  Eroergency Installation O Pen Register/Trap and Trace on
MDN

Manst install both 2 'en and Trap & Trace

1 hereby certify that I amm specially designated by the Attorney General, the Deputy Aftormey Generzl, the
Associat Attorney General, an Assistant Attorney General, an Acting Assistant Attorney General, a-Depuaty
Assistant Attorney General or the prineipal prosecuting attorney of the State or subdivision thereof acting
pursvant to a statte of the State of .

I have reascnably determined that an emergeney exists that involves
immediate danger of death or serious physical injury, or
conspiratorial activities characteristic of orgﬁnizcd exime
that reeuires the installation of 2 pen register and trap and trace on the telephone assigned

MDN
before an order authorizing it can be obtained, in due ditigence, from a court,

T have datermined that there are grounds upon which an order could be cntered to 2uthorize the instaflation
and vse of the requested devices, that no warrant or order Is required by Inw, that all statntory requirements
have beca met and that the following assistance is required:

An application for an order will be made within 48 hours after installation has occvrred or begins to occur.
You are directed 1o discontinne the pen register/trap and tmee ot the end of 48 hours if you have not been
provided with 2 couzt order autlorizing the continved use of the pen register/trap and trace.

Printed Names:
Signature/Title:
Address
Address 2
City, State, Zip

Contact Number:
Date:

This form mnst be filled out in its entirety.
TFax completed form to the NCC at (888) 938-4715.

AT&T MORTITY




Please call 1-800-635-6840 fbr processing of this requééf.l

AT&T EXIGENT CIRCUMSTANCES FORM
PEN REGISTER AND TRAP AND TRACE WITH LOCATION INFORMATION

Fron:

{Name/Law Enforcement Agency)

Subj:  Emergency Instaliation Of: Pen Register/Trap and Trace with Cell Site/Location

information on
MDN

Must install both 4 Pen and Trap & Trace

I hereby certify that Tam specially designated by the Attorney General, the Deputy Attorney General, the Associate
Attomey General, zn Assistant Attorney General, an Acting Assistant Attomey General, a Deputy Assistant
Attorney General or the principal prosecuting attorney of the State or sebdivision thereof acting pursuant to a statute

of the Stats of .
I have reasonably determined that an emergency exists that involves
—__ immediate danger of death or serious physical injury, or

conspiratorial activities chameteristic of organized crime

that reguires the installation of a penregister and trap and trace with location informaticn on

MDN
before an order authotizing it can be obtained, in due diligence, from a court. ;

I have determined that thers are prounds upon which an order counld be entered to zutherize the stallation and use
of the requested devices, that no warrant or order is required by Inw, that all statntory requirements have been roct

ned that the following assistance is required:

An application for an order will be mode within 48 hours after installation has occurred or begins to occur, You are
directed to discontinue the pen register/tzap and trace with location information at the end of 48 hours if you have
not beer provided with a conrt order anthorizing the continued wse of the pen register/trap and frace.,

Printed Name:
Sipmature/Title:
Address
Address 2
City, State, Zip

Contact Number: i

This form must be filled out in its entirety.
Fax completed form to the NCC at (888) 938-4715.

ATETMORTTITY

-811 -




< US.Cellular

W comrreat witfr yours

Court Orders

B Please be sure there is a clause in the court order that authorizes the continuation of the
electronic surveillance if the subseriber changes his telephone number or ESN,

® Without this clause, if a change is made, the court order becomes invalid and the
surveiliance will be removed until a new court order is teceived.

= Example of wording of the court order:  “... any other telephone number assigred to
the same ESN or any other ESN assigned to the same telephone number...”

External Subpoena Policy

® When asking for call records, please be specific as to what you are looking for, Vague
ar overly broad requests will not be interpreted.

B If you have any questions as to how to phrase the subpoena, please call us. We will be
happy to help you with the wording of the subpoena.

Exigent Circumstances
Subscriber Information and Call Records

B Support is available 24 x 7 x 365 by calling  630-875-8270.

® We do require that eur 911 Exigent Circumstance Form be filled out and faxed to us
before any information will be released. '

B This form releases us from any liability,

Exigent Circumstances
Pen Registers and Title 1II's

B We do require that our 911 Exigent Circumstance Form be filled out and faxed to us
before any sanveillance will be activated,

o This MUST be followed up with 2 court order within two (2) business days or the
surveiilance will be removed. NO EXCEPTIONS.

= If during normal business hours, ask for Traci, Carrie or Scott

m If after hours, please ask our support department to have us paged.

-812 -

What We Require on a Subpoena

® BE SPECIFIC. Again, if you weuld like assistance on the wording of the subpoena,
please call us.

B Specify the time frame of the requested information. This includes all requests for
subseriber information,

® Include the area code of the target telephone number,

& Provide your name, physical street address, contact phone number and fax number (on
the cover page is fing). This will help speed the return process,

When asking for Subscriber Information, we will

provide:
Customer Name
Custormer Address
Contact Phone Number
Date Of Birth
Social Security Number
Drivers License Number and State Issued
Effective Date
Expiration Date
Electrenic Serial Number
Account Number
Type of Acconnt (business vs. individual)

Status of Account
Call Records

B We will provide you a copy of the customers® bill or summary of all calls made and
received if you ask for;

~ Billing Summary

« Bill Detail

— Usage History

— Call Detail

~ All Tncoming and Qutgoing Calls

A Ifyou need to identify the originating number of all incoming calls, please phrase the

subpoena as :

- “Call Dump™  or
- “Detail of incoming and outgeing calls to include the numbers dialed and received
from <date> to <date>,




NQTE: We can retrieve incoming numbers dialed for one year however, records over
90 days are archived and not easily retrieved, Fhen possible, pease limit your Tequest
to the last 90 days.




SITY OF HIEKORY Hickary's Quality Vision - Wa will ba a medet of sxcellence n praviding quality sarvices by forging parirerships with our communiy and by making the 253135
HICKORY, HT 28501 best use of avalable resources through co-workers committed to custorner service, continua! improvemaats, and the highest stansdards of sthica conduct, X

14088 SPRINT 05/12/2011
DATE INVOICE NO. DESCRIPTION AMOUNT
04/08/2011{1.CT-095668 Gk *xk¥30 .00

TOTAL SE*kxx*%30,00

DETACH AND RETAIN FOR YOUR RECORDS

This disbursament has been BB&T 253 1 3 5
;ﬁr:{vr::::: raﬁl?:::f at:)::l:nl]ml CITY OF mCKORY Branch Banking and Trust Company
"\ Control Act. HICKORY, NORTH CAROLINA
“i k HICKORY, NC3218601
.y 66-112/5 . G
i i DATE AMOUNT
Graw Togating 05/12/2011 s*******BO‘OO

THIRTY AND 00/100 DOLLARS
COPY-000!
o p6 BoX 571197 # RV OID**

OF CITY MANAGER

KANSAS CITY MO 54187-1187

£NANCE DIRECTOR

-814 -




Sprint"\%

Subpoena Compliance

Hickory Police Department
347 Second Avenue SW
Altn: Kim Craig

Hickory NC 28602-2844

Descrtptron
Texi message: _
CF\SE

11-001QH
(et mesdgnn)

Invoice #

Bill Data:

Payment Due Date;
CBO:

Referencs #

Sprint Case #

ET

LCI-085668
4182011
7712011
CORP
NONE PROVIDED
2011-685012

PLEASE MAKE CHECK PAYABLE TO:

SPRINT
PO BOX 871197
KANSAS CITY MO 64187-1197

TexID# 481165245

Page 1of1
Flat Fee tinit Rate Units Uont Total - '
$30.00 1 ltam $30.00
Total Amount Due: $30.00
F o RECEIVERD
;
MAY § 5 2011 -
FINANCE DEPARTMENT
APPROVED FOR PAYMENT
HMAY 09 200
(W"'
FINANCE DEPARTMENT

- 815 -




CITY OF HICKORY

Hickory's Quality Vision- we will be a madel of excailence In providing quality services by forging partnesships with our cammunély and by making ths 252392
HIGKORY, NG 78601

tost usa of Bvailable resouroaa throwh So-workess comenlited 19 ustomar sarvice, continual mprovements, and tha highest stanedands of ethice! conduet.

100 T-MOBILE USA 04/14/2011

DATE INVOICE NO. DESCRIPTION AMOUNT
03/16/2011}30750 S****%100.00
03/16/2011§30749 SH*k¥k*200,00

TOTAL §x*¥%%%300,00

DETACH AND RETAIN FOR YOUR RECORDS

THs disbursemsnlt has baen BB&T 2 523 92
g:]:'::eﬁ :!l?cl;::f a:;;il-:;:loca{ CITY OF I—HCI{ORY Branch Banking and Trust Compday
% i HICKORY, NORTH GAROLINA
HH conwelfet. HICKORY, NC 28601
L{:C) 66-112/531 - 5 TQU:‘I.\:;--
T wWE
o Togetr 04/14/2011 . $ 0.00

THREE HUNDRED AND 00/100 DOLLARS

COPY-0001
Y QID**

TO THE T-MOBILE USA
O PO BOX 94503
"SEATTLE WA 98124-6803 o MaAG

FINAHCE DHRECTOR

- 816 -



INVOICE
invelce Date: 3M6/2011 Invoice Numbar; PSA 30750
T-MOBILE USA Referance 2011-628918 Agency Referenco 3375
Number: Number: adjusted
HICKORY PD RECHIVH
Bill to Address: CRIMINAL INVESTIGATIONS APPROVED FOR PAYMENT ’
347 SECOND AVENUE SW 3
HICKORY NG 28602 IAPR 0b 204 "
Starting Date: 2/2512011 I AN kR
End Date: © . 20252011 FINA; %DEP ARTMENT FINANCE DEPARTMENT
Switch 1D{s}: ; ’ -
: HENIZATIONOF SERVIOES PROVIT
Initial Set up Fee: Pan Register or Title il B
Pen Register (data only} (without Cell Site/Location Information
Number of largets Initial Order (up to 60 days}
1 o
Pen Register {data only) including Cell SitefLocation information
Number of targets Initial Order {up to 60 days)
1 0
T-1H - Pen Register and Intercapt (data and content)
Number of targets inifial Order (up to 30 days)
1 0
Uninterrupted Pen Reglster Continuation ( 60 days each)
Target Number of Continuations
1 ¢
Uninterrupted T-lll Continuation { 30 days each)
Target Number of Continuations
1 ¢
E911 Locator Tool Fiatfee: § 100.00 per day
Target Days
p . :

- 817 -




Rucalved___ 1/ < / H’H 00
Acath e 6-07
Projectd
PG# o -
5 ‘._. _ﬁ 5 Appmv . 4 -
T - -Mobile=-- ™
INVOICE
Invoice Date: 31612011 Involce Numbar: PSA 30749
T-MOBILE USA Reference  2011-028369 Agency Reforence 26481
Number: NMumber: adjusted .
HICKORY PD
Bill to Address: CRIMINAL INVESTIGATIONSpR ovED FOR PAYMENT RECEIVED
347 SECOND AVENUE SW
HICKORY NG 28602 .APR 0 5 me Al i
Starting Date: 212452011 —
End Date: © i 202512011 MENT

FINANCE DEPARTMENT  FINANCE DEPAR

Switch 1D{s):

) initial Set up Fee: Pen Register or Title lll

Pen Register {data only) (without Cell Site/Location Information

HIEMIZATION OF SERVIGES HROVE

Number of largets initial Order {(up to €0 days)
1 G
Pen Register {data only) including Cell Site/l.ocation information
Number of targets Inttial Order (up to 60 days)
i 0
T-Ill - Pen Ragister and Intercept (data and content)
Number of targets Initial Osder (up to 30 days)
1 0
Uninterrupted Pen Register Continuation ( 60 days each)
Target Numbaer of Continuations
1 0
Uninterrupted T-1ll Continuation { 30 days each)
Target Number of Continuations
1 0
E811 Locator Tool Flat fee: $ 100.00 perday
Target : Days

1

-818 -




e
CITY OF RICKORY Hickory's Quatity VIsTon - Wa will ba a medel af sxcetsnce in providing quality services by forging partnerships with our commrity and by making the 248966
HICKORY, NG ZBEQT nast wse uf available rescurces thvough co-workers comambtted to customer sarvice, continual Impravemants, and the highast stanadards of sthical canduct,

100 CRICKET COMMUNTICATIONS 12/09/2010

DATE INVOICE NO. DESCRIPTION AMOUNT

11/23/2010}195262 GRxkkE*G4, 00

TOTAL Shkdkrngd 00

DETACH AND RETAIN FOR YOUR RECORDS

This disbursament hss bean BB&T 2489 66
egproved a3 raquiced b y tha Local CITY OF HICKORY  5..och Bacing and Teust
ey usiget and Fiscal HICKORY, NORTH CAROLINA TSR TTang #E TS Tenm

RICKORY, NE 28601

o 661121631
W::d[;lmhzss DATE .
T o Tagethes 12/09/2010 : \ : rkkkxkx64 . 00

SIXTY FQUR AND 00/100 DOLLARS

C ~000]

To e CRICKET COMMUNICATIONS ey . s ol
or PO BOX 202650 AW ARE.
DALLAS TX 75320-2650 c«wmm

FINANCE DRECTOR

=819 -




Hickory Police Department
347 Second Avenue, SW - Hickory, NC 28602-2844
(828) 324-2080

REQUEST FOR PAYMENT

Vendor

Number 10O
Vendor Name -Cricket Communications

RECEIVED

Vendor 7_ ROy 36 vt
Address #7P.0. Box 202650
* Dallas, Texas 75320-2650 FINANCE DEPARTMENT

{Uss address only if vendor number is not
available)

Account Number Amount
010-5110-523-46-07 64.00
Total 64.00

Explanation records search for invoice 195262

APPROVED FOR EAYMENT
DEC 0 8 2010

A

FINANCE DEPARTMENT

To be used for payments where no Invoics Is provided.

g\

Requested By Date

- -820-




BILL TO;

Hickory Police Departrant
ATTN:BRIAN OLLIS

347 Second Avenue, SW
Hickary, NC 28602-2844

TARGET #

REMIT TO: Tl
Cricket Communications ;.
P.Q. Box 202680 : -
Dallas, TX 75320-2650

cricket

INVOICE

INVOICE
Inyoice Number: 185262
nvoice Date; 11/723/10

YOUR REFERENCE #

To pay by Credit Card, ACH or Wire:

Contact Nicola Dagler at 858-882-9205

Information/Service Raquestad Quantlty Requested Unit Price Amount
Subseriber Information Only 1
Call Histary i 5 64.00
Wire Tap 9
Pen Regislar ¢
SMS £5.50 per number
Volcemall Capturss 45,50 par number
TOTAL AMOUNT DUE] § 84,00

If yau have any questions regarding this invoice, please cantact

collactions@cricketcommunications.com

TQ ENSURE PROPER CREDIT, PLEASE PUT INVOICE NUMBER ON PAYMENT

-821 -

T ik
T s green




cricket

BILL TO: INVOICE
Hickory Police Department Invoice Number: 195152
ATTN:BRIAN OLLIS {nvoice Date: 11/23/10

347 Second Avenue, SW
Hickory, NC 25602-2844

TARGET # YQUR REFERENCE #

REMIT TO:

Cricket Comnmunications INVOICE
P.0. Box 20265¢ ¢ : To pay by Credit Card, ACH or Wire:
Daltas, TX 75320-2650 Contact Nicole Dagler at 858-882-9295
Information/Service Requested GQuantity Requestad Unit Price Amount
Subscriber Information Only 1
Call History i $ §4.00
Wire Tap 0
#en Register 0
SMS 55,50 per number
Voicemail Captores 55.50 per rumber
TOTAL AMOUNT DUE| $ 44.00
if you have any questions regarding this invoice, please contact .
coltections@oneketeommunications.com s ¥ wink
T.ae green

TO ENSURE PROPER CREDIT, PLEASE PUT INVOICE NUMBER ON PAYMENT

- 822 -



GITY OF HICKORY Rickory's Guality Vislon - we wit be a madal of excetlence ta providing quaity servioss by lorging partasrships whh our community and try meking the 248477
MCKOAY, NG 28801 bast use of avallable rescurces thiough co-workers comeitted ta custamer service, continual improvements, and the highest stanadards of ethical conduct. X

100 CRICKET COMMUNICATIONS

11/18/2010

DATE INVOICE NO.

DESCRIPTION

AMOUNT

10/19/2010}191180

SEx*kARGL, 00

TOTAL S**xr%ig4,00

DETACH AND RETAIN FOR YOUR RECORDS

Governmaat 8udget and Fiscal

’ This disbursement has been
!!! epprovad as ragulred b y the Loodl CITY OF IHCKORY

Cantral Act. HICKQRY, NORTH CAROLINA

Hicko
\‘ﬂq_::j %&m DA.I‘E
_ Growe Togatier 11/18/2010

SIXTY FOUR AND 00/100 DOLLARS

TO THE CRICKET COMMUNICATIONS
o PO BOX 202650

DALLAS TX 75320-2650

- -823-

BB&T 248477

Brarch Banking and Trust Company

HICKORY, NC 28601
68-112/631

$*** 54 .00

COPY-000!
ok ek

CITY MANAGER

FINAMCE DRECTOR




Hickory Police Department
347 Secend Avenue, SW - Hickory, NC 28602-2844
(828) 324-2060

REQUEST FOR PAYMENT

Vendor
Number 100
Vendor Name —Gustedianof Records—
Vendor ReCp,,,
Address ~ Cricket Communications Na/ b
"588?fkmkwfﬁW€ ﬁFC)E&CM\dﬂ}&Q; ‘Eryg
SandlegoreA%2111 Do TX 153809050
{Use address only if vender number is not
available)
Account Number Amotnt
010-5110-523-46-07 64.00
APPROVED FOR PAYMERL

NOV-1-2.2010-

=
FINANCE DEPARTMENT

Total 64.00

Explanation production of records - OCA 10-008585 - court ordered

¢ nvoice, OHAOhed %

To be used for payments where no invoice is provided.

0

Requested By Date

-824 -




cricket

Subpoena Complian %
Law Enforcement Hotline: (8! o 'ﬂ}
[0 -00 5/5? 5

O Ofdered
%”L"M e

PRICE LIST:

COSTS FOR PRODUCTION OF RECORDS OR SERY

L. Subscriber Information:
Over 25 requests: $5 per name/number lookup

2. Call Detail Records:
§64 per ﬁe_ame/nurnber

4, Pen Register/Trap and Trace or Wire Tap/Title I[I/Title 50:

$235 per name/number, per order
$100 per name/nurnber per extension or renewal order

s. SMS, Voicemail {(effective July 1, 2010):

$5.50 per name/number

THEIS MESSAGE IS INTENDED ONLY FOR THE USE OF THE INDIVIDUAL TO WHOM IT IS ADDRESSED AND CONTAINS
INFORMATION THAT IS PRIVILEGED, CONFIDENTIAL AND EXEMPT FROM DISCLOSURE UNDER AFPLICABLE LAW. If|
the reader of this message is not the intendad recipient, or the employee or agent responstble for delivering the message to the intended
reciplent, you are hereby notified that any dissemination, distribution or copylng of this enmmunication s strictly prohibited, If you
have reccived this communication in error, please notify us immediately, Thank youl

- .825-



cricket

Subpoena Compliance
Law Enforcement Hotline: (858) 882-9301

To obtain records/information or provision an interception, serve:

Cricket Communications, Inc, or on behalf of Leap Wireless International, Inc.,
Haroray Wireless, LLC, Denali Spectrum Qperations, LLC, or LCW Wireless, LLC: on
our Registered Agent for Service of Process in the applicable state.

Transmittal Options to Subpoena Compliance:

Mailing Address:~ "
o Custodian of Records
Cricket Communications, Inc.
5887 Copley Drive
San Diego, CA 92111

General Subpoenas, Orders, or Search Warrants, email or scan (.pdf or .tif) to:
Compliance@cricketcommunications.com

| Pen Register/Trap & Trace or Wiretap, email or scan (.pdf or .tif) to:

Intercept@cricketcommunications.com
(follow with mailed hard copy of order)

Any of the above may be faxed to:
(858) 882-9237

Response time is approximately 2-3 weeks. A fee may be assessed for production of
requested information. PLEASE INCLUDE A SECURE (NON-PUBLIC DOMAIN)
RETURN EMAIL ADDRESS FOR RESPONSE.

THIS MESSAGE IS INTENDED ONLY FOR THE USE OF THE INDIVIDUAL TO WHOM IT IS ADBDRESSED AND CONTAINS
INFORMATION THAT IS PRIVILEGED, CONFIDENTIAL AND EXEMPT FROM DISCLOSURE UNDER APPLICABLE LAW, If
the reader of this message Is not the Intended recipient, or the employee or agent responsible for dellvering the message to the intended
reciptent, you are hereby notified that any dissemivation, distribution or copylng of this communication is strictly prohibited, If you

have received this communication in error, please notify us immediately. Thank you!

' -826 -




cricket

BILLTO; INVOICE
Hickary Police Department Invaice Number: 191180
ATTN: Andrew Hoblson tnvoice Date: 10/19/10

347 S5econd Avenue, SW
Hickory, NC 28602-2844

TARGET # YOUR REFERENCE #

REMIT TO: .

Crickat Communications INVOICE

P.0. Box 202650 ) ’ To pay by Cradit Card, ACH or Wire:

Dallag, TX 75320-2650 Gontact Nicole Degler al 858-582-6295
Informatlon{Service Requested Quantity Requested Unit Price Amount

Subscriber Information Only 1

$84 per phone number

Call History ' 1 $ 84.00
Wire Tap 0

Pen Register o

SMS

Volcemall Capluras

TQTAL AMOUNT DUE! § 64.00
if you have any questions regarding this Invoice, plaass contact
collections@ricketcommunicaions.com W, ihink
%é qrean

TO ENSURE PROPER CREDIT, PLEASE PUT INVOICE NUMBER ON PAYMENT

. 827 -





